WHAT IS VISHING?

The fraudulent practice of making phone calls or leaving voice messages claiming to be
trusted persons or reputable companies in order to induce individuals to reveal
sensitive information, provide access or transfer money.

WHAT CAN YOU DO TO AVOID BECOMING A VICTIM?

Awareness is the key to protecting yourself from becoming the victim of a vishing scam.
Professional scammers can be quite convincing.
Once the scammer gains your trust, they will try to manipulate you
to gain access to important data and other sensitive information.
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WHAT SHOULD YOU LOOK OUT FOR?

The most successful weapons in a scammer's arsenal are
A SENSE OF URGENCY & THE USE OF FEAR

They will attempt to scare you into believing swift action is necessary
to prevent some sort of danger/damage - often surrounding monetary issues.

Independently verify caller

Vishing Defense Verify the information.
caller's
information
= Slow down!
Don't respond Follow the steps in this poster
to urgent to be safe.
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Scammers can "spoof" phone
Don't trust numbers to make their caller ID
callerID appear to be from a legitimate
———" company or even someone in
your contact list.

Call the person
backata

Look up the legitimate
provider's phone number via a
trusted source. Call back using
the known good number.
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Need Help Securing Your Business?
Contact Anjolen Inc:
Michelle Tuttle: mtuttle@anjolen.com


https://its.ny.gov/document/acceptable-use-information-technology-it-resources-policy



